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The Company is a recruitment business which provides work-finding services to its clients and work-seekers. The Company
must process personal data (including sensitive personal data) so that it can provide these services – in doing so, the Company
acts as a data controller.
You may give your personal details to the Company directly, such as on an application or registration form or via our website,
or we may collect them from another source such as a jobs board. The Company must have a legal basis for processing your
personal data. For the purposes of providing you with work-finding services and/or information relating to roles relevant to
you we will only use your personal data in accordance with the terms of the following statement.
1.

Collection and use of personal data

a.

Purpose of processing and legal basis

The Company will collect your personal data (which may include sensitive personal data) and will process your personal data
for the purposes of providing you with work-finding services. The legal bases we rely upon to offer these services to you
are:
•
•

•

Consent. This must be freely given, specific, informed, unambiguous and must be as easy to withdraw as it is to give
consent.
Legitimate interest. Johnson Underwood provides work finding services to both candidates and clients as part of
their business. They process data in order to be able to provide these services – they need to check the identity of
candidates, their right to work and qualifications as well as process pay and manage entitlement to certain statutory
rights. It is in the legitimate interest of all parties involved – the recruiter, the work seeker and the client – that the
recruitment business can process personal data.
Legal obligation. This is the ‘necessary for the performance of the contract’ with the data subject. For example, in
the employment context, there is a contract between the employer, and the employee and the employer must be
able to process its employee’s personal data. In addition, with reference to the REC Code of Conduct Regulations,
the recruitment business has to retain records for 12 months after having been in contact with the work-seeker.
Further, right to work documentation have to be kept for 2 years, following the ending of employment or
engagement with the work -seeker. Finally, in relation to HRMC, National Minimum Wage documentation has to be
retained 3 years after the end of the pay reference period following the one that the records cover; statutory
maternity, paternity and adoption – 3 years from the end of the tax year to which it relates; pensions and
autoenrollment – 6 years, except for opt out notices, which should be kept for 4 years and payroll information – 3
years from the end of the tax year.
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•
b.

Contractual obligation. The ICO suggest that the legal bases of ‘necessary for the performance of a contract’ needs
to be interpreted strictly and that the processing must be necessary to fulfil a contract with the data subject.
Legitimate interest

Where the Company has relied on a legitimate interest to process your personal data our legitimate interests is/are as follows:
•
•

•
c.

Johnson Underwood must need to process the information for its own legitimate interest or for those of a third party to
whom it may disclose the data;
Once the first criterion has been established, Johnson Underwood’s legitimate interest must be balanced against the
individual’s interests. They do not need to be the same interest, but the legitimate interest condition will not be met if
the processing is not justified because it prejudices the rights and freedoms, or legitimate interest, of the individual.
Where there is a serious mismatch between competing interests, the individual’s legitimate interest will take priority;
and
Any processing under the legitimate interest condition must be fair and lawful and must comply with all the data
protection principles.
Recipient/s of data

The Company will process your personal data and/or sensitive personal data with the following recipients, where applicable
and will inform the individual(s) who such recipients or categories of recipients of that data are:
•
Johnson Underwood work with a number of Managed Services Companies including Crown Commercial Services,
Matrix, Opus Matrix, Comensura, Guidant and with educational establishments who may request personal data relating
specifically to right to work information and DBS disclosure numbers.
d.

Statutory/contractual requirement

Your personal data is required by law and/or a contractual requirement (e.g. our client may require this personal data), and/or
a requirement necessary to enter into a contract. You are obliged to provide the personal data and if you do not the
consequences of failure to provide the data are that Johnson Underwood will be unable to submit you to any vacancies with
the above mentioned clients
2. Data retention
The Company will retain your personal data only for as long as is necessary. Different laws require us to keep different data
for different periods of time.
The Conduct of Employment Agencies and Employment Businesses Regulations 2003, require us to keep work-seeker
records for at least one year from (a) the date of their creation or (b) after the date on which we last provide you with workfinding services.
We must also keep your payroll records, holiday pay, sick pay and pensions auto-enrolment records for as long as is legally
required by HMRC and associated national minimum wage, social security and tax legislation.
Where the Company has obtained your consent to process your personal and sensitive personal data; namely any
information relating to an individual who can be identified, such as by a name, an identification number, location data, an
online identifier or the one or more factors specific to the physical, psychological, genetic, mental, economic, cultural or social
identity of the natural person; we will do so in line with our retention policy, a copy of which is attached. Upon expiry of that
period the Company will seek further consent from you. Where consent is not granted the Company will cease to process
your personal data and sensitive persona data.
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3. Your rights
Please be aware that you have the following data protection rights:
•
•
•
•
•
•
•
•
•

The right to be informed about the personal data the Company processes on you;
The right of access to the personal data the Company processes on you;
The right to rectification of your personal data;
The right to erasure of your personal data in certain circumstances;
The right to restrict processing of your personal data;
The right to data portability in certain circumstances;
The right to object to the processing of your personal data that was based on a public or legitimate interest;
The right not to be subjected to automated decision making and profiling; and
The right to withdraw consent at any time.

Where you have consented to the Company processing your personal data and sensitive personal data, you have the right
to withdraw that consent at any time by contacting Carol Johnson at carol@johnsonunderwood.co.uk.
4. Complaints or queries
If you wish to complain about this privacy notice or any of the procedures set out in it please contact: Carol Johnson at
01604 626162, 77A St Giles Street, Northampton, NN1 1JF or by email at carol@johnsonunderwood.co.uk.
You also have the right to raise concerns with Information Commissioner’s Office on 0303 123 1113 or at
https://ico.org.uk/concerns/, or any other relevant supervisory authority should your personal data be processed outside of
the UK, if you believe that your data protection rights have not been adhered to.
Johnson Underwood Retention Policy (GDPR)
As with all businesses, Johnson Underwood must keep personal and financial records in order to run its business efficiently
and to comply with statutory requirements. The type of record will determine the length of time the record must be kept
for.
All records will be kept in accordance with The Data Protection Laws. We are required to store records in writing, including
electronic format.
When erasing or destroying records, destruction will be undertaken in a secure manner.
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Document Type

How long to keep for (and source of requirement
if applicable)

Personnel Records
•

•

Work-seeker records including application
form/CV, ID checks, terms of engagement,
details of assignments, opt-out notices and
interview notes
Hirer records including client details, terms
of business, assignment/vacancy details.

1 year from the last date of providing workfinding services as an Employment Agency or
Employment Business (Conduct of Employment
Agencies and Employment Businesses
Regulations 2003 (Conduct Regulations)).

Terms of Engagement with Temporary Worker
employed on contract/assignment and terms of
business with clients

6 years in order to deal with any civil action in
the form of contractual claim (Limitation Act
1980).

Working Time Records:

2 years from the time they were created.

•
•

48 hour opt out notice
Annual leave records

Annual Appraisal/ Assessment Records

No specific period – under data protection laws
these should be kept for as long as is necessary.

References

Under data protection laws, we will keep records
only for as long as is necessary. However, the
Conduct Regulations (see above) require
references to be kept for 1 year following the
introduction or supply of a work-seeker to a
client.

Records held relating to right to work in the UK

2 years after employment or engagement has
ended.

Criminal records checks/Disclosure Barring
checks

There is no longer a 6 month time limit on how
long DBS certificates can be kept. When it comes
to handling and storing certificates the new DBS
Code requires registered bodies to ‘handle all
information provided to them by DBS, as a
consequence of applying for a DBS product, in
line with the obligations under Data Protection
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Act 1998’. The registered body we use is uCheck
(https://www.ucheck.co.uk)
National Minimum Wage documentation:
•
•
•
•
•
•

Total pay by the worker and the hours
worked by the worker
Overtime/shift premia;
Any deduction or payment of
accommodation;
Any absences e.g. rest breaks, sick leave,
holiday;
Any travel or training during working
hours and its length;
Total number of hours in a pay reference
period

For HMRC purposes: 3 years after the end of the
pay reference period following the one that the
records cover (National Minimum Wage Act
1998).

Or 6 years in order to show that you have paid at
least National Minimum Wage rates.

Sickness Records – Statutory Sick Pay

Records can be kept in a flexible manner which
best suits our business but should be kept for
payroll purposes (see below).

Statutory Maternity, Paternity, Adoption pay

3 years from the end of the tax year to which it
relates.

Pensions auto-enrolment (including autoenrolment date, joining date, opt in and opt out
notices, contributions paid)

6 years except for opt out notices which should
be kept for 4 years.

Gender pay gap reporting

1 year (but the statement must be kept on the
Government website and organisation’s own
website for 3 years).

(250 employees)
Company Financial Records
VAT

6 years.

Company Accounts

6 years.

•
•

Payroll information
CIS records

3 years from the end of the tax year.
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